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Summary
In today’s digital age, online learning is becoming an increasingly important tool for promoting
a culture of lifelong learning. Although there is more information than ever before in human
history freely available online, computer-aided learning infrastructures have not significantly
improved how we learn yet, with massive open online course (MOOC) completion rates
remaining below 5%.

The problem is not a lack of online resources but a surplus – a deluge of information. We need a
way to navigate all this information, and digital twins – virtual representations of real-world
systems that evolve with time – are promising candidates for such a tool.

Imagine you are a college student studying neuroscience who wants to learn electronic circuit
design for a personal project. To find a starting point, you search for some kind of tutorial on
Google. Immediately, the results overwhelm you – Google returns dozens of tutorials of
unknown quality, each assuming a di�erent level of background experience. Given your limited
free time, you reconsider venturing outside your comfort zone, but luckily, technology is on
your side.

Thanks to a digital twin of your knowledge space, your computer knows your academic
background and learning style. It knows about your knowledge of di�erential equations,
experience modeling neural feedback loops, and freshman-year physics classes (which have
been untouched for years). Using this information, the digital twin directs you to the middle of
an MIT MOOC about analyzing electronic circuits. It skips the calculus review and goes straight
to the part about device physics, allowing you to dive into the content without wasting any
time.

After you report back to the digital twin, it refers you to a DIY-soil-moisture-sensor project to
help you apply and consolidate the skills you just learned. It does this because it can infer the
connection between neural feedback loops and electronic sensors. Before long, you’re
designing original circuits and sharing project ideas online for others to learn from. Even
months later, when you need a quick refresher, you know exactly where to go because the
digital twin remembers which resources worked best to help you learn.

This scenario may sound like something ripped out of science fiction, but digital twin
technology can realistically reshape how we learn new skills via the internet. How would this
kind of technology work, and what are some of its potential pitfalls?
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Introduction
In today’s digital age, online learning is becoming an increasingly important tool for promoting
a culture of lifelong learning. There is more information than ever before in human history freely
available online, and websites like Wikipedia exist to make that information as accessible as
possible. Despite these advances, computer-aided learning infrastructures have not
significantly improved learning yet – massive open online course (MOOC) completion rates
remain below 5% [16], and adaptive tutor platforms have seen, at best, modest success when
implemented in schools [1].

The problem is not a lack of online resources but a surplus – a deluge of information. Some
resources are good, some are bad, and even the good ones are not appropriate for everyone.
We need a tool to help navigate all this information, which I envision as digital twins of people’s
knowledge spaces that can suggest personalized learning paths. Digital twins are virtual
representations of real-world systems that use live data to track the systems’ evolution and
suggest ways to optimize them [2]. A digital twin of a person’s knowledge space would leverage
the wealth of information available online to accurately model their learning journey, create a
digital archive of their ideas, and streamline the tedious process of finding the most relevant
learning resources online.

A Motivating Use Case
Imagine you are a college student studying neuroscience who wants to learn electronic circuit
design for a personal project. To find a starting point, you search for some kind of tutorial on
Google. Immediately, the results overwhelm you – Google returns dozens of tutorials of
unknown quality, each assuming a di�erent level of background experience. Given your limited
free time, you reconsider venturing outside your comfort zone, but luckily, technology is on
your side.

Thanks to a digital twin of your knowledge space, your computer knows your academic
background and learning style. It knows about your knowledge of di�erential equations,
experience modeling neural feedback loops, and freshman-year physics classes (which have
been untouched for years). Using this information, the digital twin directs you to the middle of
an MIT MOOC about analyzing electronic circuits. It skips the calculus review and goes straight
to the part about device physics, allowing you to dive into the content without wasting any
time.

After you report back to the digital twin, it refers you to a DIY-soil-moisture-sensor project to
help you apply and consolidate the skills you just learned. It does this because it can infer the
connection between neural feedback loops and electronic sensors. Before long, you’re
designing original circuits and sharing project ideas online for others to learn from. Even
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months later, when you need a quick refresher, you know exactly where to go because the
digital twin remembers which resources worked best to help you learn.

This scenario may sound like something ripped out of science fiction, but digital twin
technology could realistically reshape how we learn new skills via the internet. How would this
kind of technology work?

Mechanisms of the Technology
Digital twins have seen successful applications in industries ranging from urban planning to
solar energy [2,3]. Although they have historically only been used to simulate physical
phenomena, their underlying techniques can represent any data-driven system, from computer
networks to a person’s knowledge space [4,10].

When a user first uses the digital twin, they would need to calibrate the model by providing it
with various forms of data. Exactly which data will be most e�ective here must be formulated as
this technology develops; some potential examples include their browser history, educational
history like their college transcript, and some minimal demographic data like age. They could
also rate their proficiency in a few skills to make the model even more accurate. This initial
calibration would give users an instant payo� when they start using the digital twin, as the
model would be able to provide personalized recommendations from the very beginning. This
instant payo� could encourage them to keep using the technology, making it well worth the
extra work and data required to implement it.

The digital twin could then crawl through the user’s browser history and use natural language
processing (NLP) techniques to identify keywords and concepts in each recently-visited
website. Using those keywords, it could approximate the user’s knowledge base by building a
graph of relevant websites where related ones are linked; such a graph would also be an
easily-searchable digital archive. The model could then assign each website a value indicating
the user’s proficiency in the concepts presented there, which would decay over time until the
user reviews those concepts. These proficiency values could initially be derived from data like
the user’s educational history and timestamps in their browsing history, which would unify
those data sources.

Using the current model of the user’s knowledge space, the digital twin could recommend
personalized next steps in their learning journey by querying a centralized database storing
how relevant each resource was to other users. It could also act as an editorial filter by favoring
content from reputable sources like large universities. When the user accesses these websites,
the digital twin could use the same NLP techniques to add them to the graph and update the
corresponding proficiency values.
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Potential Benefits
The main benefit of digital twin technology is its potential to make online learning more
accessible by streamlining the tedious process of finding the right learning resources on the
internet. Many online learning innovations like Scratch [5] and connectivist MOOCs (a MOOC
where students co-create knowledge through social media) [6] only work for the few people
with the technical prowess and free time to navigate through all the loosely-connected content
online. This high barrier to entry is one of the reasons why walled-garden platforms like
Facebook and Twitter became more popular than blogs on the open web [1]; it’s easier to
consume and share content aggregated in one place, and doing so often triggers the brain’s
reward center and encourages further use.

When Scratch and connectivist MOOCs work, they work extraordinarily well – think of all the
success stories about Scratch kindling a kid’s passion for computer science and game design.
But these success stories are few and far between, and for most people, online learning is an
ine�cient and frustrating experience. With many people turning to online learning as an
a�ordable alternative to traditional school-based learning, it is becoming increasingly
important to make it as accessible as possible. Lack of accessibility is one of the driving forces
behind MOOCs’ low completion rates – although their target audience is people without
resources to access school-based learning, the overwhelming majority of people who complete
MOOCs are already-educated, a�uent learners [1]. Digital twin technology has the potential to
create this much-needed accessibility by lowering the barrier to entry for these platforms. It
would achieve this by suggesting personalized learning resources to users, which saves them
the time and e�ort they would have otherwise spent searching for them. This automation would
give users more time to engage with the content, making online learning more e�cient and
e�ective.

In addition to making online learning more accessible, digital twin technology would encourage
participation in online learning communities. By creating a more personalized learning
experience, users would feel more motivated to engage with the content and share their
progress with others. The digital twin could even prompt users directly to share their ideas with
others or recommend communities based on the user’s interests and demographics. Sharing
ideas fosters a sense of community and makes online learning a more social experience, which
may further increase motivation and engagement.

Another benefit of digital twin technology is its ability to create a digital archive of a person’s
knowledge space. In today’s fast-paced world, we are bombarded with so much information that
it’s impossible to retain all of it. With a digital archive ensuring easy access to the information
they need, users could revisit and reinforce skills over time. This feature would be especially
useful for people in fields requiring constant learning and skill acquisition, such as medicine or
engineering.
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Although a few knowledge management systems exist [7,8], none of them model skill retention
rates. This lack of modeling becomes problematic when skills naturally atrophy over time when
not reviewed and reinforced, which is especially noticeable for learning over several months or
years. A 2012 study at MIT gave some fourth-year undergraduates an exam similar to the ones
they took in their first-year introductory mechanics class; on average, they scored more than
50% lower than their first-year counterparts [9]. The digital twin’s ability to model the
evolution of the user’s knowledge space would be a straightforward solution to this problem.
Accurate reporting of the user’s proficiencies in di�erent skills would allow the digital twin to
provide a more realistic report of the user’s learning journey. This report could help users set
and meet more realistic goals, as they would no longer over/underestimate their skills or the
time it would take to reach their goals.

Risks and Mitigations
Since the digital twin would store so much personal information about the users, how could we
make the system less invasive and protect the users’ privacy? For a start, we should encrypt all
stored data. Although simple encryption seems rudimentary, it is surprisingly e�ective at
protecting data – over seven million data records get compromised daily because they are
unencrypted [13]. To further decrease the risk of a breach, we should also minimize the amount
of data stored at any given time; for example, the system could aggregate or delete old data
that is no longer relevant. Aggregation is a good strategy for data protection, as it decreases
the volume of data and hides personally-identifiable information while not compromising too
much on the data’s descriptiveness. The 2020 US census implemented di�erential privacy, an
augmented form of aggregation, for this exact reason [14]. Finally, we should try to collect only
the bare minimum demographic data necessary to make good-enough recommendations when
the user first uses the digital twin. This approach would make the digital twin feel less invasive
to the users, encouraging more widespread adoption. However, this approach would also be at
odds with our incentives to properly calibrate the model, as collecting more data improves
predictive models. As such, we must strike a healthy balance between these two goals, although
we do not yet know what this balance should be.

As with most content recommendation systems, the issues of censorship and misinformation
also arise. Who would build this technology, and what if they have a vested interest in excluding
some sources of information from being recommended? What if a third party pays to have
information (or even propaganda) made by them actively recommended? Social media
platforms like Facebook have acted maliciously like that before, so it is a real risk. One way to
mitigate it is to increase transparency by open-sourcing the technology’s code. Doing so would
hold the people building the technology more accountable for changes they make to the
system, as any changes would automatically be available for public scrutiny.
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On the other hand, some mild form of preferential recommendations may be necessary to curb
the spread of misinformation through the digital twin. Given the vastness of the internet, it’s
unsurprising that it contains a lot of misinformation, spread intentionally (like fake news) and
unintentionally (like a misstated fact or figure). Consequently, a content recommendation
system could spread misinformation without malicious code powering it. One way to mitigate
this risk is to preferentially recommend content from “trustworthy” sources like MOOCs
developed by well-known universities like MIT, peer-reviewed journals, and o�cial
tutorials/manuals for technologies when they are available. These websites are far more likely
than other arbitrary websites to contain the truth and teach e�ectively, so the digital twin would
act as an editorial filter by implementing this approach.

Despite this approach’s e�ectiveness, it still has a few limitations. Trustworthiness is a nebulous
metric, so excluding some websites from that list for no apparent reason may feel unfair. We
could implement something akin to Twitter’s old “blue checkmark” system [11], where a website
would become a trustworthy source after receiving su�cient tra�c from the digital twin’s
users. However, this feature may be exploitable by bots to promote spam websites. This
approach could also limit access to hidden gems that explain concepts better, as too much
preference for large, established sources of information would give them a monopoly and
hinder innovation. The most straightforward way to address this limitation would be to make the
preference for trustworthy sources very slight. Despite these two limitations, the benefits of
having an editorial filter in the system far outweigh the downsides.

Skeptics may point to the numerous past failures in educational technology and claim that this
technology would never see widespread adoption. This skepticism is not unfounded – indeed,
many adaptive tutor platforms like Knewton [15] and Khan Academy initially promised to
revolutionize education through personalized learning, yet now are mainly used as modest
supplements to traditional classroom instruction [1]. Nevertheless, I believe the second mouse
gets the cheese, as we could learn from these platforms’ mistakes instead of letting them
discourage us.

Firstly, this technology does not aim to replace existing educational infrastructure; instead, it
would augment them. It would be designed to fit naturally into its users’ workflows, just like how
a calculator fits naturally inside a math classroom. Aside from making the digital twin feel less
out of place, it would also not antagonize educators as adaptive tutor platforms had done
before. Additionally, there is little setup overhead when using the technology. Most processes
would be automated from the start, so users would not have to worry about using the digital
twin correctly. As a result, the technology would have low floors and high ceilings. It would be
easy to get started and get a few suggestions to learn something quickly, but it would be
possible to use the digital twin for more long-term, larger-scope learning too.
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Next Steps and Conclusion
Many of the techniques I have described (NLP, digital twins, and learning theory) are still
budding fields that would need more attention and research to blossom; as such, we should
invest more in advancing those fields. While researchers create the technology, we should
concurrently revise student privacy laws like FERPA and COPPA – laws established decades
before our current digital age – to prepare us better for privacy-related issues arising from
digital twin technology and other data-driven educational technologies [17].

Digital twin technology shows great promise for enhancing learning using the internet. It would
do this by making existing online learning platforms more accessible and accurately tracking a
user’s progress to help them stay on track. It could thus promote lifelong learning by providing
its users with tools to create a streamlined and personalized learning experience. Despite these
promising benefits, censorship/misinformation, privacy, and the historical underperformance of
educational technology are some potential pitfalls we must address. Although they are complex
issues, they are still tractable, and I have described several possible approaches for addressing
them.

Nevertheless, digital twin technology has the power to revolutionize online learning in ways we
never thought possible. This cross-disciplinary project would bring together the brightest
minds from across the world of computing, exemplifying the tenets of this technology. Even in
the unlikely event that it fails, the ideas behind it could power exciting new digital twin
applications and reshape how we think about privacy and misinformation. So what are we
waiting for? Let us collaborate and leverage the power of digital twins to shape a brighter future
for education!
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